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NORMAL: 1 burn on Syscoin = 1 mint on NEVM
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parsing flaw reads
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VaultManager

mints 5B SYS
to attacker

i Attacker crafts a i
; FAKE proof L

trusted call

no real burn exists

l
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The relay is the only thing standing between a proof and a mint.
VaultManager.processTransaction() trusts the relay completely (onlyTrustedRelayer).
So if the relay's parser can be fooled, the mint follows automatically.
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https://github.com/syscoin/sysethereum-contracts/blob/master/contracts/SyscoinRelay.sol
https://github.com/syscoin/sysethereum-contracts/blob/master/contracts/SyscoinRelay.sol

function relayTx(
uint64 _blockNumber,
bytes memory _txBytes, // the raw burn transaction (attacker supplied)
uint _txIndex,
uint[] memory _txSiblings, // Merkle siblings (attacker supplied)
bytes memory _syscoinBlockHeader
) external override returns (uint) {
uint txHash = verifySPVProofs( // (1) is this tx really in a block?
_blockNumber, _syscoinBlockHeader, _txBytes, _txIndex, _txSiblings
DK
require(txHash != 0, "SPV proof verification failed");

uint errorCode,
uint value, // (2) how much was burned?
address destinationAddress, // who gets the minted coins?
uint64 assetGuid
= parseBurnTx(_txBytes); // (3) read those fields out of raw bytes
if (errorCode != 0) {
emit RelayTransaction(bytes32(txHash), errorCode);
return errorCode;

syscoinVaultManager.processTransaction( // (4) mint to the destination
txHash, value, destinationAddress, assetGuid
DK

return value;
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https://github.com/syscoin/sysethereum-contracts/blob/master/contracts/SyscoinVaultManager.sol
https://github.com/syscoin/sysethereum-contracts/blob/master/contracts/SyscoinVaultManager.sol

function processTransaction(
uint txHash,
uint value,

address destination,
uint64 assetGuid
) external override onlyTrustedRelayer nonReentrant whenNotPaused {

require(_insert(txHash), "TX already processed");

if (assetGuid == SYSAssetGuid) {
require(value > 0, "Value must be positive");
uint mintedAmount = scaleFromSatoshi(value, 18);
_withdrawSYS(mintedAmount, payable(destination)); // the mint happens here
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function parseBurnTx(bytes memory txBytes)
public pure
returns (uint errorCode, uint output_value, address destinationAddress, uint64 assetGuid)

uint32 version;

uint pos = 0;

uint opIndex = 0;

version = bytesToUint32Flipped(txBytes, pos);

if (version != SYSCOIN TX VERSION ALLOCATION BURN_TO NEVM) { // must be ver 141
return (ERR_PARSE_TX SYS, 0, address(0), 0);

}

(opIndex, pos) = getOpReturnPos(txBytes, 4); // find the OP_RETURN

(output_value, destinationAddress, assetGuid) = scanBurnTx( // read amount + address
txBytes, opIndex, pos

NE

return (0, output_value, destinationAddress, assetGuid);
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https://github.com/syscoin/sysethereum-contracts/blob/master/contracts/SyscoinRelay.sol
https://github.com/syscoin/sysethereum-contracts/blob/master/contracts/SyscoinRelay.sol

Inside SyscoinRelay.sol: the proof parsing call chain

github.com/syscoin/sysethereum-contracts @ 5405c13

s N

relayTx()
external entry, line 277

verifySPVProofs () The byte by byte parsers

checks header and Merkle root, line 238 parseCompactSize() reads length fields
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( h readEthereumAddress() reads destination
parseBurnTx ()

These walk attacker controlled bytes with a moving
reads version, finds OP_RETURN, line 314

"pos" cursor. One wrong assumption here

= a proof for a burn that never happened.

pulls amount and address from raw bytes, line 68/115

'

scanBurnTx() / parseFirstAsset...() i
1
i The exact field was not published. This is the surface it lived on.
'
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https://github.com/syscoin/sysethereum-contracts/blob/master/contracts/SyscoinRelay.sol#L224
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https://explorer.syscoin.org/tx/a5b422abbbd89c8e316d1990f696e030d610cb527001ff97524f5317e87fa184
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// Merkle root 0?3(7361(‘:‘, proof com3l @:? field 6o 00D
(value, dest, guid) = scanBurnTx(txBytes, opIndex, pos);
processTransaction(txHash, value, dest, guid);

. C C C C C C o
// bytes 603 canonical burn 0003?008:@063300 parse Bm]so;r_) M3l

// field 0dE:d strict bounds & oqi§ bytes / ©qC:o) bytes o§eodd

require(isCanonicalBurnTx (txBytes), "not canonical tx");
(value, dest, guid) = scanBurnTxStrict(txBytes, opIndex, pos);
processTransaction(txHash, value, dest, guid);
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attacker 320 5 billion SYS o mint cp06020) 3a6(g3a6s [§OogEa0loodn Upstream o
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Disclosure Timeline
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§0c8050000N

2026 ¢§ 7 Preliminary Postmortem 3 ooegg|Cs poesdCsen cood(y§ooudi Transaction Hash ec3s,

tainted Address 603 Gloowdi

2026 ¢§ 9 Public Whitehat Recovery Address 0oEoo0d1 ooep:d [§6:6[gpadeudsaen: Bounty
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Sources

. rekt.news, Syscoin Rekt (328m Writeupi Transaction Hash qp:! Address qp:)

- Halborn, Explained: The Syscoin Bridge Hack (June 2026)

- BelnCrypto, Syscoin pauses bridge after 5 billion SYS exploit

- CryptoPotato, SYS drops 20% after 5B unauthorized tokens minted

- Syscoin bridge contracts source ( sysethereum-contracts )

- Syscoin Bridge Dapp repository

- Syscoin documentation
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https://rekt.news/syscoin-rekt
https://www.halborn.com/blog/post/explained-the-syscoin-bridge-hack-june-2026
https://beincrypto.com/syscoin-bridge-exploit-5-billion-sys/
https://cryptopotato.com/sys-drops-20-after-5b-unauthorized-tokens-minted-in-syscoin-bridge-exploit/
https://github.com/syscoin/sysethereum-contracts
https://github.com/syscoin/sysethereum-contracts
https://github.com/syscoin/syscoin-bridge
https://docs.syscoin.org/docs/intro/syscoin-what

- Syscoin postmortem (X/Twitter) ¢ recovery confirmation

. o'l)Léoo Bug family background: Nomad Bridge hack (2022)1 BNB Chain bridge hack
(2022)

Written by Khant Wai Yan Aung
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https://x.com/syscoin/status/2063749418365665413
https://x.com/syscoin/status/2064616775829102889
https://www.halborn.com/blog/post/the-nomad-bridge-hack-a-deeper-dive
https://www.halborn.com/blog/post/explained-the-bnb-chain-hack-october-2022
https://www.halborn.com/blog/post/explained-the-bnb-chain-hack-october-2022
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