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how Moonwell decides how much you can borrow

attacker pushed this 3.68x attacker pushed this ~40x
(sent MAMO straight to the contract) (bought MAMO on a thin Aerodrome pool)

you hold MAMO per share MAMO in USD 50 percent

minted on supply balanceOf(this) / supply follows the DEX spot set by governance

N N
mMAMO shares fexchange rate oracle price collateral factor
X

borrow power in USD
take this much out of the other markets

two of the four numbers were in the attacker's hands.
the math did exactly what it was written to do.

Comptroller:sol : tokensToDenom = collateralFactor * exchangeRate * oraclePrice

How Moonwell values collateral. Four numbers multiplied together. The attacker controlled two of them.
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// src/MToken.sol, lines 440 to 475 (commit 3b32d53)
function exchangeRateStoredInternal() internal view virtual returns (MathError, uint) {
uint _totalSupply = totalSupply;
if (_totalSupply == 0) {
return (MathError.NO_ERROR, initialExchangeRateMantissa);
} else {
VES

* Otherwise:

* exchangeRate = (totalCash + totalBorrows - totalReserves) / totalSupply
*/

uint totalCash = getCashPrior();

// ... add totalBorrows, subtract totalReserves, divide by totalSupply

src/MErc20.sol cOM getCashPrior meo) raw ERC20 balance on

// src/MErc20.sol, lines 205 to 208 (commit 3b32d53)
function getCashPrior() internal view virtual override returns (uint) {
EIP20Interface token = EIP2@0Interface(underlying);

return token.balanceOf(address(this)); // counts EVERY token in the contract
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// src/Comptroller.sol, lines 282 to 296 (commit 3b32d53)
uint supplyCap = supplyCaps[mToken];
if (supplyCap !'= 0) {
uint totalCash = MToken(mToken).getCash();
uint totalBorrows = MToken(mToken).totalBorrows();
uint totalReserves = MToken(mToken).totalReserves();
uint totalSupplies = sub_(add_(totalCash, totalBorrows), totalReserves);

uint nextTotalSupplies = add_(totalSupplies, mintAmount);
require(nextTotalSupplies < supplyCap, "market supply cap reached");
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attack and exit flow, 27 Aug 2026 (UTC)

1. funding, 21 to 27 Aug
800 ETH out of Tornado Cash, swapped to 1.95M USDC
bridged to Base with Circle CCTP

¥

2. buy MAMO on Aerodrome
~94.3M MAMO across two wallets, 7.5M USD of buying
price runs from 0.0106 fo 0.43 USD

market before:

v

- supply cap 20M MAMO

- collateral factor 50%

- MAMO price 0.0106 USD ™~y
- market cap “6M USD

3. supply 15.09M MAMO normally, then donate 53.4M
plain transfer() straight into the mMMAMO contract
09:19:59 and 09:21:09, exchange rate up 3.68x, no cap check

{

4. borrow, 08:43:13 to 09:30:13
18 borrows: 71.36 cbBTC, 623.6 WETH, 2.56M USDC, 368 wstETH
gross 11,028,762 USD out of four markets

\

v

L

5. exit, 09:41:43 to 09:45:13
sell MAMO for 3.35M USDC, bridge 8.73M USDC to Ethereum
swap to DAI, parked at OxD71d...c384

no flash loan, no reentrancy, no broken math.

every step was a normal call. the inputs were the attack.

figures: Anthias Labs post mortem, Moonwell governance forum, 30 Aug 2026

after the last borrow:

- liquidations in 32 sec

- 595 liquidation events

- 10:53:43 borrow caps -> 1 wei
- 11:09:43 supply caps -> 1 weli
- bad debt left ~9.13M USD

The full attack and exist flow, everything figure is from the Anthias Labs post mortem
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https://etherscan.io/tx/0x6fd85b1f895e00661d10bc3cb5be1790cb8e71195040ebcc3533011f505b7205
https://etherscan.io/tx/0x6fd85b1f895e00661d10bc3cb5be1790cb8e71195040ebcc3533011f505b7205
https://basescan.org/tx/0x79195be28aeb094cbeedb6073957116ebb849a07a0b957f4dd043826e12d8852
https://basescan.org/address/0x719eae70d4A83f35bF82A2740699F5db84BE919D
https://basescan.org/address/0xD71dd9b6e634412713c47fe7ae02c628e338c384
https://basescan.org/tx/0x056597f42302ab7f9f5e91c7f84856d3ba73827da7f956645d1f26bdde109ce9
https://basescan.org/tx/0xaf284d7f60dd8f2ebb41cba6a080e95a6deceb3a2c93ff58016996de61de3cd9
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https://basescan.org/tx/0x09687d741d92a2607a1d63014104bbad663347a79d7949d0f3073c84a395593e
https://basescan.org/tx/0xee2b75648c288e0e57678a177d54aec2e8ecb8920842c72e8784186c18c88b18
https://basescan.org/tx/0x9cd2fbe0991a75a11fb9dbf241aca841e45b1878837bc1f049d6e608567f1dec
https://basescan.org/tx/0xfcb2ff810dd3ce09577ebd34c4c6a3b3798396221483bacf1ddd137e40ecac03
https://etherscan.io/tx/0xd8fa6fbedb1e3ab075e697c0e78e051c38970a9597a00cb7cf6dff5676ca8622
https://etherscan.io/tx/0xd8fa6fbedb1e3ab075e697c0e78e051c38970a9597a00cb7cf6dff5676ca8622
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https://basescan.org/address/0x2F90Bb22eB3979f5FfAd31EA6C3F0792ca66dA32
https://basescan.org/token/0x7300B37DfdfAb110d83290A29DfB31B1740219fE
https://basescan.org/address/0xfBb21d0380beE3312B33c4353c8936a0F13EF26C
https://basescan.org/address/0xEC942bE8A8114bFD0396A5052c36027f2cA6a9d0
https://basescan.org/address/0x719eae70d4A83f35bF82A2740699F5db84BE919D
https://etherscan.io/address/0xD71dd9b6e634412713c47fe7ae02c628e338c384

// ILLUSTRATIVE ONLY. Not tested, not runnable as is.
// Idea: on a Base fork before block ~50.5M, show that a plain transfer
// inflates the exchange rate and that the supply cap does not stop it.

function test_donationInflatesExchangeRate() public {
uint256 before = mMAMO.exchangeRateStored();

// Step 1: supply up to the cap the normal way. This passes mintAllowed.
mamo.approve (address(mMAMO), 15_000_000e18);
mMAMO.mint (15_000_000e18) ;

// Step 2: a second mint past the cap reverts, as designed.
vm.expectRevert("market supply cap reached");

mMAMO.mint (1_000_000e18) ;

// Step 3: a plain transfer of the same tokens does NOT revert.
mamo.transfer(address(mMAMO), 53_000_000e18);

// Step 4: every existing share is now worth ~3.68x more MAMO.
uint256 after_ = mMAMO.exchangeRateStored();
assertGt(after_, before *x 3);

// Step 5: account liquidity, and so borrow power, went up with it.
(, uint256 liquidity, ) = comptroller.getAccountLiquidity(address(this));
// liquidity is now roughly 0.5 * 68M MAMO * oraclePrice, not 0.5 x 20M
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The Fix
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JOJ@ @Qoo Q0 3200 Moonwell 0 post mortem o?oo@:eoeug remediation plan 00006208
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underlying token ( internal ledger) (Y%Q?SUD@OSLS]OJUSII

// ILLUSTRATIVE. Track what was actually deposited, not what happens to be in the
contract.

— function getCashPrior() internal view virtual override returns (uint) {

- return EIP20Interface(underlying).balanceOf(address(this));

-1

uint256 internal trackedCash;

function getCashPrior() internal view virtual override returns (uint) {
return trackedCash; // donations do not move this
)

+
+
+
+
+
+ // update trackedCash inside doTransferIn / doTransferOut only
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// ILLUSTRATIVE. In getHypotheticalAccountLiquidityInternal, cap the value a market can

back.
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uint cap = supplyCaps[address(asset)];
uint held = asset.getCash() + asset.totalBorrows() — asset.totalReserves();
if (cap != 0 & held > cap) {
// scale this market's collateral down so the whole market is worth at most “cap’

+
+
+
+

tokens
+ vars.exchangeRate = mul_(vars.exchangeRate, Exp({mantissa: cap * 1el1l8 / held}));
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Disclosure Timeline

21 to 27 Aug 2026 Attacker funds up: 800 ETH from Tornado Cash,
swapped to 1.95M USDC, bridged to Base.

27 Aug 2026, 08:43:13 First borrow, a 0.5 cbBTC test.

27 Aug 2026, 09:19:59 and 09:21:09 53.4M MAMO sent directly to the mMMAMO contract.
Exchange rate up 3.68x.

27 Aug 2026, 09:28:43 MAMO price feed peaks at $0.4313.

27 Aug 2026, 09:30:13 Last borrow. Gross out: $11,028,762. Liquidations
begin 32 seconds later.

27 Aug 2026, 09:41:43 to 09:45:13 8.73M USDC bridged to Ethereum and swapped to
DAL

27 Aug 2026, ~10:00 CertiK and PeckShield flag the exploit publicly.
Moonwell posts that it is investigating.

27 Aug 2026, 10:53:43 Borrow caps on all Base Core Markets set to 1 wei.

27 Aug 2026, 11:09:43 MAMO and WELL supply caps set to 1 wei.

27 Aug 2026 Mamo team states “Mamo was not hacked, and no

Mamo contracts were compromised.”

30 Aug 2026 Anthias Labs publishes the post mortem on the
Moonwell governance forum.

31 Aug 2026 No remediation or repayment plan published yet.
Borrowing on Base still frozen.

Responsible disclosure 3264, 6[Jpq§C 8 post adm 3230532000503 C200 chain 6016 sy

C . ~ . C (e C C (e
CiSalea official post mortem eel’a public @ob:oaozeogo'h protocol galenes}; freeze @@[3:3303

o ) N . o}
L;]II S?GUJ? 3 post ODQJQ’) live weapon S(L)UJ') O’J)QJQ GtﬂO’I_ESII

Sources

* Moonwell governance forum, Anthias Labs post mortem: https://forum.moonwell.fi/t/
post-mortem-mamo-market-incident-on-base/2208
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https://forum.moonwell.fi/t/post-mortem-mamo-market-incident-on-base/2208
https://forum.moonwell.fi/t/post-mortem-mamo-market-incident-on-base/2208

Moonwell contract addresses: https://docs.moonwell.fi/moonwell/protocol-information/
contracts

Moonwell contracts at commit 3b32d53: https://github.com/moonwell-fi/moonwell-
contracts-v2/tree/3b32d534778b854d31bd3555¢c90cc787b2072566/src

Basescan, mMMAMO market: https://basescan.org/address/
0x2F90Bb22eB3979f5FfAd31EA6C3F0792cab6dA32

Basescan, attacker main wallet: https://basescan.org/address/
0x719eae70d4A83f35bF82A2740699F5db84BE919D

Etherscan, attacker second wallet holding DAI: https://etherscan.io/address/
0xD71dd9b6e634412713c47fe7ae02c628e338c384

The Block: https://www.theblock.co/news/defi/2026-08-27-moonwell-investigates-
base-lending-market-issue-412913

The Defiant: https://thedefiant.io/news/hacks/moonwell-loses-8-7-million-to-mamo-
price-manipulation-on-base

Yahoo Finance: https://finance.yahoo.com/markets/crypto/articles/moonwell-lost-8-7-
million-122819291.html

CryptoDaily on the $9.13M shortfall: https://cryptodaily.co.uk/2026/08/moonwell-
mamo-exploit-base-9-13m-borrower-obligations

TechTimes on the three incidents: https://www.techtimes.com/articles/
325839/20260827/moonwell-oracle-exploit-exceeds-full-annual-revenue-third-
failure-11-months.htm

Protos on the February cbETH incident: https://protos.com/defi-meet-claude-
moonwells-vibe-coded-oracle-in-1-8m-blowup/

Moonwell forum, cbETH remediation counter proposal: https://forum.moonwell.fi/t/
counter-proposal-fund-cbeth-remediation-from-the-foundation-treasury-not-a-reserve-
residual/2175
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