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// Is this token originally from Cosmos, or from Ethereum?
isCosmosOriginated, denom := a.keeper.ERC20ToDenomLookup(ctx, event.TokenContract)

if !isCosmosOriginated {
// Ethereum native token: mint a Cosmos voucher AFTER a safety check.
// DetectMaliciousSupply(...) guards against an impossible supply,
// ... then MintCoins(...)

// Overflow guard so a token cannot claim an absurd supply.
if newSupply.BitLen() > 256 {
return sdkerrors.Wrap(types.ErrSupplyOverflow, denom)
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function deployERC20(
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string memory _symbol,
uint8 _decimals
) public { // public, with NO access control: anyone can call it
// deploys a fresh ERC20 and emits an event that the oracles must parse
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Exploit Walkthrough
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Attack and Laundering Flow, 30 May 2026

Attacker holds the bridge signing key
(funded for gas by Binance)

v

Bridge Contract drained

0xa4108aA1Ec4967F8b52220a417€94A8201F2D906

v

Attacker Wallet 1: ~$5.4M lands here
0x7B582033061b96CC3F9421e73a749ED7C62dalF9
USDC + ETH + USDT + PAXG, then swap most to ETH

Cash out (part) Wallet 2 to Tornado Cash Still held
ChangeNOW 0x4d3c...7A47 ~2,102 ETH
Binance ~2,020 ETH mixed in 10 ETH chunks (~$4.23M) unmoved

Simple by design: with the real key, no flash loan or state trick is needed. The contract trusts the signature.

Addresses and labels verified on Etherscan. Exact drain tx hash: pull from Wallet 1 "Erc20 Token Txns", oldest entries dated 30 May 2026.

Attack ¢ Laundering Flow oo&?d?z Wallet ¢ Contract Address eogo% Etherscan e Verify C\Pf)ooozo']oouSn

N ~ O C o (o
1. Setup. 32060 Attacker oo Binance galc Wallet 1 eelga Gas Fee 320pm ETH (go']oooou
. . (¢} 2] C C o oy co C [of N
Signing Key o qoom[gooaoo@@ome@og Flash Loan wawi Position ¢c© :ﬂ?eo?oo §0609:0D
o O (o] [of
Strategy 603 203@ eo?saoeoogo']oplzn

2. Trigger. 6§700000=0Cen Attacker o Bridge Contract ad0) Signed Withdrawal Orders 603 §

0%050’]09()5" Signature eopm ?$m$e§o§mq305 Contract mméz Locked Token eogor%

C

C o C
Release c\?oeogq?ooo']oooon
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3. Drain. 3536505 USDC 25062 $4.3 Million, ETH s¢ WETH 274 ETH, USDT 2808t $434,000,
PAXG 14.164 0303 Wallet 1393 ad6[qpC:&8C30lonudn 9@e0lC: 0o§d:00600) $5.4 Million

c o c
(<lavales] ﬂO']O’.)ODII

4. Convert. 3:00000:0) Stablecoin 33qu®08 ETH 33@03 e[?pf:zcﬁéo’]ooof)n me@oécﬁeﬁeooo
L IL ° L L ° ° L °
ETH o0 o9e[gpCze Oogud(Gs Funds 6036), codze[ogpEznd eqpaddcond: 9zaance(gulonudi

5. Launder. $:05000:0) Funds 323],0 ChangeNOW § Binance 03megmds0¢ Cash Out 0003
clooudn ETH ecpadeon Wallet 2 a5 §3(gz Wallet 2 mes Tornado Cash ada) ETH 2,020 a§
310 ETH & 3(42 990looudn Wallet 2 ¢> 60307 Transaction ID 323],00607) 0x989127... ,

o C C
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6. mJ$02 Funds 603. Report cpmam o) 329|$3200 Attacker s0ed ETH 2,102 a§°q§ﬂe§ewobo
§3:3202(4C $4.23 Million eammd §oloowdin 333 Funds 6000 On-Chain 66len0 §egeos
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63200 ewo[goo)zog Address cratieviies Etherscan €2 0DWOOIC og):o)o)@@‘%co']oooau

Address Etherscan Label

Bridge contract that 0xa4108aA1Ec4967F8b52220a4f7e94A8 "Gravity Bridge: Bridge"

was robbed 201F2D906 (verified)

Attacker Wallet 1, the 0x7B582033061b96cC3F9421e73a749ED "Gravity Bridge Exploiter"

main one 7C62dalF9

Attacker Wallet 2, the 0x4d3ca32e687e871a58b78AcAc73bES9 "Gravity Bridge Exploiter 2"

helper AC37C7A47

Mixer that was used 0xd90e2f925da726b50c4ed8d0fb90ada "Tornado.Cash: Router"
53324f31b

Theft Transaction ID 330‘53301]% 003:)3(73@:

2] (o o O cC O (o cCOo . N . C s N
36§6PED 000 §2§220020003 e[gpqeooaoelc QOME Public Source eopoowd Drain @o)aoo
1 L 'L L 1 o 1 © o
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Filter Page 60303 Automated Tools 603 3209:(g|ag ©§632¢ 0odam:lonwdn Hus Transaction

. C C o . O ~ [ C s .9 [
View €100p0: 6§50302 Transaction 25 300 [goaeoooooe@ag Hack [gqo)gooom 323000 66§
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https://etherscan.io/address/0xa4108aA1Ec4967F8b52220a4f7e94A8201F2D906
https://etherscan.io/address/0xa4108aA1Ec4967F8b52220a4f7e94A8201F2D906
https://etherscan.io/address/0x7B582033061b96cC3F9421e73a749ED7C62da1F9
https://etherscan.io/address/0x7B582033061b96cC3F9421e73a749ED7C62da1F9
https://etherscan.io/address/0x4d3ca32e687e871a58b78AcAc73bE59AC37C7A47
https://etherscan.io/address/0x4d3ca32e687e871a58b78AcAc73bE59AC37C7A47
https://etherscan.io/address/0xd90e2f925da726b50c4ed8d0fb90ad053324f31b
https://etherscan.io/address/0xd90e2f925da726b50c4ed8d0fb90ad053324f31b
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1. Wallet 103 ¢C0l
https://etherscan.io/address/0x7B582033061096cC3F9421e73a749ED7C62dalF9

2. "Erc20 Token Txns" Tab (rcLS jg ool

3. 2026 May 30 61(’66'%00 Transaction Gorgzaog Scroll aof:zog)gcﬂu From Field ¢d Bridge
Contract Address [§00) 0xa4108aA1... m6§ co00) USDC Transfer 32(03:(03:0% s0gq0lade
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Proof of Concept
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https://etherscan.io/address/0x7B582033061b96cC3F9421e73a749ED7C62da1F9
https://etherscan.io/address/0xa4108aA1Ec4967F8b52220a4f7e94A8201F2D906

// ILLUSTRATIVE ONLY. The idea behind the M-04 fee token mismatch.
// A deflationary token takes a cut on every transfer.
contract FeeToken is ERC20 {
function transferFrom(address f, address t, uint256 amt) public override returns (bool)

uint256 fee = amt / 100; // 1 percent burned on transfer
super.transferFrom(f, t, amt - fee);
return true;

// The old sendToCosmos trusted “amount , not the real change in balance:

// token.safeTransferFrom(msg.sender, address(this), amount); // received is less than
amount

// state. lastEventNonce++; // but it credits the full
amount

// So the Cosmos side mints more than the bridge actually holds.
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// cosmos_originated.go: store the mapping in BOTH directions, keyed by contract address
+ store.Set(types.MakeDenomToERC20Key (denom), tokenContract.Bytes())

+ store.Set(types.MakeERC20ToDenomKey (tokenContract), []lbyte(denom))
// A copied ERC20 has a DIFFERENT address, so it gets a DIFFERENT denom. No impersonation.
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token.safeTransferFrom(msg.sender, address(this), _amount);
- // credited _amount blindly
uint256 beforeBal = token.balanceOf(address(this));

token.safeTransferFrom(msg.sender, address(this), _amount);
uint256 received = token.balanceOf(address(this)) - beforeBal;
// credit “received', never the requested '_amount’
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Disclosure Timeline

Date Event

13 April 2020 The denom mapping duplicate token issue, #181, is opened. Historical
and separate.
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Date Event

26 Aug to 8 Sep 2021 The Codedrena audit surfaces the denom, name, and symbol findings, H-
02, H-03, and M-04. Fixed later.

30 May 2026 The bridge is drained of about $5.4 million. Flagged the same day by
PeckShield and Cyvers. Specter pins it on a signing key compromise. The
bridge is halted.

30 May to early June 2026 The attacker swaps to ETH, cashes out through ChangeNOW and
Binance, mixes about 2,020 ETH through Tornado Cash, and still holds
about 2,102 ETH.

11 June 2026 No official Gravity Bridge postmortem has been published yet.
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Sources

Etherscan, bridge contract:
https://etherscan.io/address/0xa4108aalec4967f8b52220a4f7e94a8201f2d906

Etherscan, Exploiter 1:
https://etherscan.io/address/0x7B582033061096cC3F9421e73a749ED7C62dalF9

Etherscan, Exploiter 2:
https://etherscan.io/address/0x4d3ca32e687e871a58b78AcAc73bES9AC37C7A47

PeckShield via Bitcoin.com: https://news.bitcoin.com/gravity-bridge-exploit-5-4-million-

binance-changenow-2026/

Cryptopolitan: https://www.cryptopolitan.com/hacker-drain-gravity-bridge/

BelnCrypto on the key compromise: https://beincrypto.com/gravity-bridge-hack-key-

compromise-5m/
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https://etherscan.io/address/0xa4108aa1ec4967f8b52220a4f7e94a8201f2d906
https://etherscan.io/address/0x7B582033061b96cC3F9421e73a749ED7C62da1F9
https://etherscan.io/address/0x4d3ca32e687e871a58b78AcAc73bE59AC37C7A47
https://news.bitcoin.com/gravity-bridge-exploit-5-4-million-binance-changenow-2026/
https://news.bitcoin.com/gravity-bridge-exploit-5-4-million-binance-changenow-2026/
https://www.cryptopolitan.com/hacker-drain-gravity-bridge/
https://beincrypto.com/gravity-bridge-hack-key-compromise-5m/
https://beincrypto.com/gravity-bridge-hack-key-compromise-5m/

CryptoTimes: https://www.cryptotimes.io/2026/05/30/gravity-bridge-hit-in-5-4m-exploit-

amid-suspected-key-compromise/

GitHub issue #181: https://github.com/cosmos/gravity-bridge/issues/181

Gravity.sol at commit 92d0e12: https://github.com/althea-net/cosmos-gravity-
bridge/blob/92d0e12cea813305e6472851beeb80bd2eaf858d/solidity/contracts/Gravity.sol

Codedrena audit: https://codedrena.com/reports/2021-08-gravitybridge
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https://www.cryptotimes.io/2026/05/30/gravity-bridge-hit-in-5-4m-exploit-amid-suspected-key-compromise/
https://www.cryptotimes.io/2026/05/30/gravity-bridge-hit-in-5-4m-exploit-amid-suspected-key-compromise/
https://github.com/cosmos/gravity-bridge/issues/181
https://github.com/althea-net/cosmos-gravity-bridge/blob/92d0e12cea813305e6472851beeb80bd2eaf858d/solidity/contracts/Gravity.sol
https://github.com/althea-net/cosmos-gravity-bridge/blob/92d0e12cea813305e6472851beeb80bd2eaf858d/solidity/contracts/Gravity.sol
https://code4rena.com/reports/2021-08-gravitybridge

